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1. About this user manual

Please read this user manual thoroughly before you install and apply our software
MaxDataGenius in order to search and recover lost.fAéso follow all relevant
safetyinstructions in ordert to avoid any defects caused by ongoing or additional
data loss

When you read this manual, please consider the following graphical markers:

Safety instructions which are placed in relevant chapters of the usel
A manual
) Tip for a successful and easy use oft he software

Bold and cursive font styla the context of commands, buttons and

Ctrl : : L
input fields within the software
Contents and target The user manual addresses several ugeups who dispose of various levels of
groups of the user manual knowledge when it comes to delete, save and recover all kinds af@i@sequently,

this introductory chapter informs you about which chapters and functions might be
especially helpful for your purpesand user scenaritn order to apply any software
version of MaxDataGenius, you must be familiar with the basic functions of your
computer and its file systerfe.g. WindowsMac).

In chapter 2, the manual provides you with important basic information concerning
the use and designated purpose of the software, but also about its limitations.
chapter 3, especially users who are not familiar yet with file saving and their
Windowsfile systemare provided with an installation guide, starting with the

software download The installation guide presents all requirements, software
messages and processes during download and installatiégnby step Chapter 4
contains important information for you if you want to get a deeper understanding of
processes running in the background of your mextid of IT terminology around

data management and data recovely chapter 4, you will also find details about the
G2 | QLFLATIFOotS az27ids!l Nibe dptbidaliorypiinsdhe I 4 A O6
wizardprinciple behind the fuctionality of MaxDataGenius. You learn to adapt the
display optionsising the example Expert mod&he chapter closes with an overview

of options and their individual configuration. Chapter 5 presents common user
scenarios, explained step by step. In chapter 6 you learn how to apply the software i
its Pro versiorin order to optimize the performance of physical digkth the help of
Disk Tool€Consequently,chapter 6 and especially the section 6.2.6 mainly address
users who dispose of a noteworthy previous knowledge about how media are
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O2yaiNHzOGSR YR K2g (GKS& TFdzyOlA2y a0SKAYR UGUKSANI Ay
makes it easy to search the document for keywords. Chapter 8 contgilossary
with all relevant ITterminology named within the user manual.

2. Data recoverywith MaxDataGenius

There are many sources of data lo8scidentally losing or deleting fileauses a

number of negative consequences, like meral inconvenience, data errors, material
damage and loss in revenue. Here are some typical reasons why private and business
files get lost or deleted.

hardware ddects on a physical disk

faulty or unintended formattingf a physical disk

unintended file deletion by the user

defects within the IT infrastructure (e.g. server administration, connected
devices)

> > > >

MaxDataGeniukelps you to find and recover single fikesd foldersas well as entire
logical volume®n a physical disk he software is compatible with harddiskst

also with flash medige.g. USB &tks and memory cardssed with a smartphone or
camera.The software also covers some additional features which will be presented
in the context of specific data recovesgenariosand use cases for diskptimization

For example, the following scenarios are possible:

Various user scenarios

scanning a physical difir lost or deleted content

exactly diagnosing diglerformance

creating logical copies ofdiskwith the help of disk images

recovering a disky writing back disk images

creating direct copies of physical disksother media

refreshing adiskby rewriting it in order to enhance its performance and
data quality

cleaning up physical disky securely irrevocably overwriting disk space
which is occupied by deleted files

v vy By P D

>

MaxDataGeniud & |+ @ Af I 6fS Ay (62 OSNEAZ2YyA gAGK FTNBS RSY?2
0 S ¥ 2 NBrhedBdsic dersianainly adresses private and business users with Basic versiorand Pro
common data recovergases, common file systeraad frequently used medial'he version

Pro versioradresses business users who frequently work with a variety of file types

andfile systems. The Pro version also recovers ditekess commowr very specific

file systemsand disk types. It performs the same functions as the Basic versions, but

offers a broader spectrum of scenarios includbigk ToolsYou find detailed

information on the versions in sectighl
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Please noteThere is no guarantee that the software recovers all deleted or lost files
correctly. Depending on the source and processes of data loss, it might not detect all
certain files. In special cases, videos might need additional repair becayse/éne
recovered as damaged files according to their former file structfiggour video files

are recovered but do not play as expected, you can downltesd and use&/ideo

Repair Toolvhich is also available atww.grauonline.de

3. PreparingMaxDataGeniugor use

f Caution

Data losscaused by software installation and execution on a damaged
medium

MaxDataGeniusan cause or enforce data laéshe software is
installed on the mediumvhich you want to recover filesn.

A Never downloadMaxDataGenius to a mediumhich you wanto
recover fileson.

A Always executdaxDataGenius on an external computer or disk.

A If required, use tools like a USB adapter in order to connect the
mediumconcerned with an external computer.

You will only get an ideal data recoveegult withMaxDataGenius if you download
unpack and install the software correctlyhe following instructions lead you through
the process..

3.1 Downloading the software

1. Open the websitevww.grauonline.ddén you browser

2. Below thetab Solutionswhich you find within the context menu, select the entry
MaxDataGeniug; High-quality Data Recovery Software

3. On the product information page, navigate to the downldadtons.

MaxDataGenius User Manual 5
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Download MaxDataGenius

System requirements:
PC: Windows Vista / 7 / 8 / 10 or higher
DEMO version restriction: You can save up to 3 files in DEMO mode

WARNING: Do NOT download or run this on the same disk you are going to recover! If
& you want to recover files your system drive (C:), detach the drive and use another

computer for recovery of your system drive.

» Download “MaxDataGenius Basic (Windows) — By clicking this download
link, you are accepting the license below!”
mdgb_setup_1.9.3 6-r14502 zip - 4 MB

Download “MaxDataGenius Professional (Windows) — By clicking this
download link, you are accepting the license below!”
mdgp_setup_1.9.3 6-r14502 zip - 4 MB

Screen 1: Downloadbuttons forMaxDataGenius

4. Select either the downloafbr the Basic or Pro versipdepending on your
purposes.

0 The blue progress bar below the downlosgmbol in your browser
informs you about the download status

Optionen ¥

Screen 2: Download symbol in your browse

5. Click on the downloadisplay to open your downlodfile.
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Extrahieren

Ansicht Tools fiir komprimierte Ordner

& Bilder

my 1andbuch MaxDataGenius
- Alle
Coco der neugierige Affe Werfebilder Website Katherina extrahierer
Extrahieren nach
sgr PC > Downloads > mdgp_setup_1.9.5.2-r15041(2).zip v

L5 - %
Name Typ Komprimierte Gr6Be  Kennwortg.. GroBe

[ mdgp_setup_1.9.5.2 r15041.exe Anwendung 4382 KB Nein

Screen 3: .zip file in the download folder

V Thesetupwizardfor MaxDataGeniushows as a .zip file in a
new dialogue window. You can now unpack the setup wizard
and execute the setup.

3.2 Unpacking and installing the software
1. Click on the setupvizardin order to start the software setup.
V The setupwizard has been unpacked.

2. In the next dialogue window, allow the software to change the necessary
configurations of your computer.

3. Select a language for the setup

Wahlen Sie die Sprache aus, die wahrend der
Installation benutzt werden soll:

English v

Abbrechen

Screen 4: Language selection during setup

4. Confirm the license agreement and clickd@xt>in order to proceed.
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? Grau GmbH Hardware & Software Solutions

License Agreement ‘
Please read the following important information before continuing. C

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Grau GmbH Hardware & Software Solutions @
License Agreement

License:

This software is licensed, not sold or owned. Grau GmbH Hardware
& Software Solutions grants you a non-exclusive, non-transferable
license to use this software. You may not redistribute the software “

@I accept the agreement
(O 1do not accept the agreement

Screen 5: License agreement during setup

0 The setupwizardnow displays the path to theestination location

5. Klick onNext >if you accept the intendetbcation of storage
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Select Destination Location
Where should MaxDataGenius Pro be installed?

Setup will install MaxDataGenius Pro into the following folder.

C:\Program Files\MaxDataGenius Pro 1.9.5.2 r15041

&

To continue, click Next. If you would like to select a different folder, click Browse.

Browse...

At least 15,2 MB of free disk space is required.

< Back

Screen 6: Setug, selecting a destination folder

Cancel

6. Alternatively, click oBrowsein order to select a different destination location

0 The new location oftorage must not be located on the medium

which you want to scawith MaxDataGenius.

7. Confirm your selection witbKand clickNext >in the main dialogue in order to

proceed.
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=y
[

Select Destination Location
C" Select a folder in the list below, then click OK.

Where should MaxDataGenius Pro be installed?
EC:\Users\kathe\Desktop\MDGP English\MaxDataGenius Pro 1.9.5

MDGP English Al
[=| Dokumente

To continue, click Next. If you would like to select a different folder, click Browse. ¥ Downloads

C:\Program Files\MaxDataGenius Pro 1.9.5.2 r15041 ‘ | Browse... I ;avont-e: o Siiel
| #» Gespeicherte Spiele
= Kontakte

& Links
MicrosoftEdgeBackups

d Musik

@ OneDrive

, Suchvorgange

B videnc
< >

Setup will install MaxDataGenius Pro into the following folder.

v

At least 15,2 MB of free disk space is required.

oK Cancel

< Back Next > Cancel

Screen 7: Setupg alternative selection of a destination folder

0 The software automaticallyreates a programme shortcut in your
O 2 Y LJdz&a®& Mapa. If you do not want a program shortcut, you
can activate the checkbox below the folder list.

0 You can also browsmur foldersin ordert to select a different
destination locatiorfor your program shortcuts.
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& se

Select Start Menu Folder
Where should Setup place the program's shortcuts? l

§ -l Setup will create the program's shortcuts in the following Start Menu folder.
—

To continue, click Next. If you would like to select a different folder, click Browse.

|MaxDataGenius Pro 1.9.5.2 r15041 Browse...

[Ipon't create a Start Menu folder

< Back Cancel

Screen 8: Activating or deselecting the Start Menu folder

8. ClickNext >to proceed.

9. If required, activate the checkbdXreate a desktop shortcuh the dialogue
window Select Additional Tasks

MaxDataGenius User Manual
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O

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing
MaxDataGenius Pro, then click Next.

Additional shortcuts:

Create a desktop shortcut

Screen 9: Optional desktop shortcut

10. Click orNext >in order to proceed.

12 User Manual
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11. Verify the location of storage and click brstall.

Ready to Install ‘
Setup is now ready to begin installing MaxDataGenius Pro on your computer. C

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

Q axDataGenius Pro version 1.9.5.2 r1504 -

Destination location:
C:\Users\kathe\Desktop\MDGP English\MaxDataGenius Pro 1.9.5.2 r15041

Start Menu folder:
MaxDataGenius Pro 1.9.5.2 r15041

Additional tasks:
Additional shortcuts:
Create a desktop shortcut

< Back Install Cancel

Screen 10Starting the installation

0 The installation process starts automaticaflydialogue window with
security instructions shows.
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Information ‘
Please read the following important information before continuing. C

When you are ready to continue with Setup, click Next.

IMPORTANT: A

Already with the installation to a certain volume unrecovered data can be
overwritten and is irretrievable destroyed then.

Be sure that the installation volume is NOT the logical volume (or better: the
physical disk) you want to recover your data from.

If you want to recover data from an operating system volume (running

Windows, 0S-X, Linux),

DO NOT WORK ANYMORE WITH THIS COMPUTER OR INSTALL THIS SOFTWARE
ON IT!

IN THIS CASE: PLEASE USE ANOTHER COMPUTER, INSTALL THIS SOFTWARE

ON IT AND ATTACH THE RECOVERY VOLUME WITH AN EXTERNAL USB DRIVE
ADAPTER. ~

Screen 1linstallation ¢ security instructions

12. Thoroughly read the security instructions displayed in the dialogue, then click on

Next >.

o0 The following dialogue resumes the result of the sgbopcess.

Completing the MaxDataGenius
CH@ Pro Setup Wizard

Setup has finished installing MaxDataGenius Pro on your
computer. The application may be launched by selecting the
installed shortcuts.

Click Finish to exit Setup.

Launch MaxDataGenius Pro

Screen 12:Finalizing the setup
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13. Click orFinishin order to complete the setup process. Additionally activate the
checkbox Launch MaxDataGenRr® if you want to start recovering your data

immediately.

0 Incase you just installed the Basic versitie content of the
checkbox itaunch MaxDataGenius Basic

V Your software is now available for use at its intended
destination Ication

File Edit Search Extr

&

Options  Help
MaxDataGenius Pro

a x MaxDataGenius Pro is an easy-to-use utility to help you recover lost and deleted data and formatted or corrupt
volumes. Recovered data is saved to another volume, leaving the original volume untouched.

Genius

B
4

Additional information can be found at:
http://grauonline.de/m

Click 'Continue' to start the recovery wizard which will guide you through the data recovery process.

Continue b

Free memory: 10,17Gb of 14,93Gb (68,07 %) Free virt, memory 128,00Tb of 128,00Tb (100,00 %) r15041-Win64 697,0

Screen 13MaxDataGeniug, start screen

MaxDataGenius User Manual
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4. Versions and features of the software

MaxDataGeniusdisposes of a wide array of helpful features in order to recover files

and to optimize amediu@ & &  NJzO (i dzNB. The yoRowifgdsti@asA 2 y I £ A G &
mainly address inexperienced users as they communicate some basic instructions

about the programmeThese are the following:

similarities and differences betweethe Basic and Pro version

the wizardprinciple as an integrated tool for user guidance

the expert modeas an example how to configurate programme options
a brief illustration of albptionsintegrated in the programme

> > >y >

4.1 The software versions Basic and Pro

The Basic versiagenerally coverall common functions and user scenarios. It is
compatible with file systemand mediawhich are used in common private and
business settings.

A FAT12/16/32:basic file systemwhich are integrated in Windowlsased
devices, e.g. flash mediacluding memory card2JSB flash drivend
harddisk$

exFATusual file systenntegrated in memory cards
CDFS/ISO966Mrmat for data sorage for CDs

HFS+:basic file systenfor Mac devices, mainly harddisks
LDM(Logical Disc Managermpartition scheme in a Windowsontext
RAW data tracesvhich are not related to a file systerast possible
recovery option

VMDK:creation of disk imagéles, logical disk copy and not a direct copy of
a physical disk

Basic version

> By Py >

>

The Pro versioadditionally offers features for file systemdich are mainly used in
a professional IT expert setting. Possible user scenarios for Pro arebbsedfile
systems and Windowservers

Proversion

A ext2/3/4, ReiserFS, JFBasic file systemfr Windowsbased devices

A UFS/XFS/ZF8le systemsntegrated in devices which are emdided in a
Linuxor Unix IT setting

A ReFSfile systemrunning in the background of Windowsrvers
(Win2012/Win8)

Furthermore, the Pro versiooffers features which are not available for Basic users.
This is because these features are not relevant or necessary for the user scenarios
covered by the Basic versiofhe software resumes theses features as Disk Tools
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A Wipe feature overwriting single filesr a complete physical digafely and
irrevocably

A More features for optimization viewing a disk, diagnosing a disk, saving a
disk, recovering a disk, copying a disk ragting a disk, cleaning up a disk

A RAIDrecovery. recovering a logical organisation system for several
independent physical disKksSRAID disk)

4.2 Quick orientation thanks to the wizard

MaxDataGeniugvas developed according to a wizgndnciple.A wizard is a

graphical user interface (GUI) which intelligently leads the user through all processes
operated by a software. The user interésccollects and resumes all necessary
processes and functions running in the background. The wizard only displays those
entries and pieces of information which the user requires to execute the programme
step by step

User guidance through
recoveryscenarios

The wizard principle helps the user irmny ways

guick overview and orientation while running the programme

efficient automatical assistance when errors and user questions occur
easy and intuitive handling, also for inexperienced users

simple user navigation, e.g. through the possibilitieatitomatically view
the next instructions and to move back and forth in the process

D> D> D

econstructor Create Image file  Sessions Load Image File
Select Volume to Scan
Step 1 Select a volume you want to recover data from. If your volume is not available, select the disk that did contain your volume.
[ Volumes | Type Size | Free space Key Value A
X ~ | DISKO1 (USB Flas...
B+~ DISK0O (KINGSTON SA400S37960G) Disk 894,25Gb
Identifier Disk_\\\PHYSICAL..
. “, Part00 (Unknown) Volume 499,00Mb GUID {00000000-0000-0...
Disk flags dfMBR, dfOSdisk...
B Part01 (Unknown) Volume 99,00Mb Disk type Reneabie
B Part02 (Win Reserved) Volume 16,00Mb Patitiontype Unknown
Size 3,73Gb
=@ Part03 (Linux_Data) Volume 194,71Gb Byte size 4009754624
. Block count 7831552
"‘, D: (deh_daten) Volume 194,71Gb 83,88Gb
Block size 512
B Part04 (Linux_Data) Volume 341,80Gb Heads 255
Tracks per head 487
",‘ C: (zeh) Volume 341,80Gb 290,77Gb Blocks per track &
2 % DISKO1 (USB Flash Disk) Disk 3,73Gb Satiblock on plysia |3
Physical block offset | 0
@ Part00 (FAT) Volume 1,78Gb Physical block size 512
¥ | | Device path \\APHYSICALDRIV...
v
You have selected a disk - choose a disk only if your volume is not available.
‘ Go back Continue b
Disk errors: 0 Free memory: 10,15Gb of 14,93Gb (67,96 %) Free virt. memory 128,00Tb of 128,00Tb (100,00 %) r15041-Win64 1970, 0

Screen 14Example of wizard properties

MaxDataGenius User Manual 17
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4.3 More structure with the expert mode

Another auxiliary witin the software is the expert modehich is part of the view
options As soon as the first dialogue window of the programme has opened, users
Sty I RELI G(KS LINBOEING ttied QiposEsSThid waNdthe only for experts
tab Optionswhich is located in the dialogue window.

The expert mode; not

Ele _Edit. Search Extras License Help

= 11 g ~ —
a4 | = =@ v .
e =4 = — \U
Options Help RAID Reconstructor ZFS Reconstructor € 30 e Sessions Load Image File
Select Volume to Scan
Step 1 Select a volume you want to recover data from. If your volume is not available,

Screen 15TheOptionstag in MaxDataGenius

Via the optionsuserscah R2dza i G KS a2Fdol NEQa ¥ dzy Oy sbithvaiedptidny”
recoveryquicker and more precis&iewing all availableolumesin the expert mode

is helpful in order taggrasp an overall structure from te beginning. The expert mode is

located atOptions > ViewDptions In order to view users must activate the checkbox

Enable Expert Mode

In the dialogue window, the expert moderanges disk contents according to
partition schemesThis viewing mode offers a precise overview on all available file
systemson a disk and on the filehey contain Clicking on a tab in the selection bar
limits the view. Clicking oAll resumes the view of the contgte list.

Structured view of
partition schemes
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File Edit Search Extras Expert License Help

& L1 e A N .
& =8 == - O
Options Help RAID Reconstructor ZFS Reconstructor Create Imag e Sessions Load Image File
Select Volume to Scan
Step 1 Select a volume you want to recover data from. If your volume is not available, select the disk that did contain your volume.
0S MBR GUID LDM AppleMap Unix Images RAID Lost All I
Volumes i Type | Size | Free space
B+~ DISKOO (KINGSTON SA400S37960G) Disk 894,25Gb -
“" Part00 (Unknown) Volume 499,00Mb
“,‘ Part01 (Unknown) Volume 99,00Mb
“,‘ Part02 (Win_Reserved) Volume 16,00Mb
““.‘ Part03 (Linux_Data) Volume 194,71Gb
“‘.‘ D: (deh_daten) Volume 194,71Gb 83,87Gb
“‘" Part04 (Linux_Data) Volume 341,80Gb
"" C: (zeh) Volume 341,80Gb 290,49Gb
B2~ DISKO1 () Disk 953,50Mb
=3 Part00 (FAT) Volume 953,50Mb v

Screen 16:Complete view of disks and volumes in the expert mode

Common tabs in the expert mode

Tab name What does this mean?

(O] Operating System:

A commonly used term for a file system

MBR Master Boot Record:

A integrated in the background processes of storage
media until 2010

p>l

at present still used with storage media with a storage
volumeof in the Gigabyte range (e.gSB flash drives
memory cardy

pl

located at block 0 in the bootloader

pl

contains a launch programme for Bld&sed
computers and a partitioscheme

>

influences how disk spadg assigned

>

wasintroduced in the context of the recent UEFI
booting interface for BIOS

GUID Globally Unique Identifier

A partition scheme which is integrated in the background

MaxDataGenius User Manual 19
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processes of storage media with a high storage volume
since 2010

A replaces and integrates MBR

A fulfils the requirements of MBR to a greater extent

LDM Logical Disc Manager:

ot

partition scheme running in the background pg a
Windowshbased file system

p>]

influences how diskpaceis assigned

p>]

enables special features like the composition and
connection connection of diskd Windows software
RAID through the Windows Dynamic Disks system

A not supported by the BIOS system

AppleMap APM (Apple Partition Map)

A older partitionscheme for Mac and Apple file systems
which are based on Power PC and m68

A replaced byGPT(GUID Partition Table) in 2006

Unix Name of a specific file systawhich is mainly used by IT
experts
Images diskimages:

A alogical image filereated on the basis of a physical
disk

A not a direct copy created on the basis of physical disk

RAID Redundant Array of Independent Disks

A RAID disk: logical organisation system for numerous
physical disks

A creation of redundant (= repeated) data records in
order to retain a RAID system if individual didksnot
are damaged

Lost damaged or lost fileand volumesn a physical disk

All all files , file systems and partiti@m@hemes which are
located on a physical disk

20 User Manual MaxDataGenius
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4.4 Software optionsat a glance

Apart from the view optionsMaxDataGenius offers a number of different options.
The user can easily activate or deactivate, specific features by clicking on their
checkboxes. With the expert mode as an example, chapthnas illustrated how to
fiyR FyYR IRFLIW GKS 2LJiA2ya | OO0O2NRAyYy3 (2

Individual adjustment at
several levels

It is possible to configurate individual parameters on several leséis: the user has
clicked on arromdown-button, a dropdown menu opens. The software also enables
the user to enter individuatalues io certaininput fields. The optionare divided

into GeneralandRecoveryaccording to their range of application. In the following
sections of the manual, the available programme options will be briefly explained
and illustrated.

Logging aiid Patfis Here you can choose the verbosity level of the logging messages and other log settings:

View options
v Recovery Current logging level:
File Types
Scan Region e =
Scan Options [[JLog detailed analyser memory statistics

Advanced options
Paths

Wipe Options
Path to store log and resume data:

Bad Block Management]
Save options C:\Users\kathe\AppData\Local\mdgp64\ D

Path to store temporary data:

| C:\Users\kathe\AppData\Local\ Temp\mdgp64\ D

= =

Screen 17Summary of available options with dropdown menus

4.4.1 Generalg Logging and pathsand View options
Loggingand paths

Loggingst defined as the automatical and ongoidagta writing process in the

Target group: all users background of every softwargVith MaxDataGenius, users can individually select a
logging levelvhich fits their purposes in data recoveagd process documentation.
The selection o& logging level is possible within the option dialoduegging and
pathsand then via the dropdown menQurrent logging levelThe following chart
lists and illustrates the logging levétsa hierarchical order
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Logging level Logcontent Who selects this
level?
N A no logfile Users who do not
one want or need a
lodfile
A results of data recovery Users who are not
Report : ;
processes, briefly resumed especially
interested in
detailed
background
information
E A results of data recovery Users who
rror processes immediately want
A display and list of errors o d(_atect and
; : eliminate errors
andfailed operations
warni A results of data recovery Users who
aming processes immediately want
A display and list of errors to_dgtect and
and failed operations eliminate errors,
users who want to
A display and list of anticipate further
additional warning potential error
messages created by the sources
programme
Inf A results of data recovery Users who want to
nto processes go deeper beyond
A display and list of errors fche graphical user
and failed operations !nterface, e.g. for
internal
A display and list of documentation
additional warning purposes or in
messages created by the order to send
programme proofs to a third
A detailed automatical party
documentation of all
relevant processes running
inthea 2 Fli g NBEQa
background
A extensive or complete Mainly developers
Debug and logfile with all relevant and IT experts who
Debug 2 details about individual

processes

deeply analyse and
eliminate errors in
within a file system
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h ) Tip: For most users, selecting the logging ldwéb or below is
: sufficient. SelecReportif you are going to scaadisk with a
huge data volumé¢l TB and more).

Users can also select the logging lamed @A I G KS LINR ANIThBY S Q3
functions vieExtras:Show scarog. ViaExtras>Show scan repotit is possible to
view more detailed log contents.

al E5 (I Ddcgniedisiae also available from outsiofehe programmeThis
works on a Windowbased computer viahe pathStart>Execute>EntryThe correct
command in order to view logfiles ¥localappdata%aAll current logfiles are located
in the programme folder for MaxDataGenius, which is eitnelgb64or mdgp64

(with the Basic and Pro version for 64)bit isnow possible to zip the logfiles and to
transfer them.

View options
With the View options users can adapt two parameters:

A Enable Expert Mode
A Automatically remove emptyolders

4.4.2 Recovery File Types

Under the optionFile Typesusers can individually select file typms file formats
which they want to search on their diskihey can filter the results which they want
to get during a scarby deselecting all checkboxes for file types which they do not
need in the dropdwn menu. All in all, users can choose between 258 file tgpds
filter their results
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v General

Logging and Paths
View options

v Recovery

>

Scan Region

Scan Options
Advanced options
Wipe Options

Bad Block Management
Save options

0 Help

To speed up the scan or limit the number of found files, you can disable certain file types for all scan

scenarios here.

Smnaisiabiis

File type

M image/jpeg
image/mpo

[ video/m2ts

[ application/ole2
application/msword
application/msexcel

[ application/mspowerpoint

<

Extension
P9

mpo
m2ts
ole2

doc

xls

ppt

Screen 18Selecting and filtering file types

Tip:

4.4.3

Recoveryg Scan Region

Choose file types filter:

All files v

0 Cancel

If you select thdile typesto be searched foprecisely and
correctly, the programmepeeds up itglisk scan

Disk scans can take a lot of time, especially ifsitfewvare has to scan a high data

volumeon a physical diskn order to structure the scanning process and thus to save

time, the user can limit the scan region the disk.This functions viahe scroll bars

Start atand Stop atin the option dialogué&scan RegionAlternatively, it is possible to

adapt the scan region vByte Offset

Important note; Common scenarios of use do not include or require any changes
regarding the scan regioiihe optionScan Regiomwas provided for expert users, e.g.

if they need to scan a disk for RAWés. Changes concerning the scan region can
reduce the quality of scan results
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v General
Logging and Paths
View options

v Recovery
File Types
Scan Options
Advanced options
Wipe Options
Bad Block Management
Save options

© Hep

On very large disks, it can be useful to limit the scan to a certain range of the disk. This will

speed up the scan and reduce the number of found files. This option applys to all scan

scenarios.

Start at: 3%

Stop at: 20%

Byte offset: [105300

Byte offset: 23090050

Screen 19Scan regior an option tailored to profegsnal users

MaxDataGenius

User Manual
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4.4.4 Recoveryg Scan Options

Adjusting scan optionis another possibility to save time for a disk seath a high

data volume ViaScan Optionsusers can also stop, pause and continue a scanning | &/9et group: mainly
expert users

process.
ScanOption Results of activation or input
Detect deleted filesn Formatted A onlyto be applied with FABased
Scan (only FAT file systems which run in the

background of a Windowsased
operation system

pl

only to be applied on formatted
media

pl

Collect only root items in only entries within a volum@ &
Formatted Scan (onlNTF$ root directory are found

only tob e apjfied with NTFS
based file systems

>

>

files and subdirectories on deeper
directory levels are not found

pl

recommended for NTHSasd
volumesof 1 TB and higher in
order to reduce the RAM memory
requirementsduring a scan

>

Ignore all errors during the scan less information about errors and
(no user prompts) potential damages for the user

pl

recommended for longerm scan
processes on disksith a huge
data volume (more than 500 GB)

pl

Enable scan resume functionality possibility to flexibly time scan

processes and to interrupt them

>

more user security duringpng
term scans

>

only to be applied with the file
systemRAW FATNTFSREFS
andexrAT

pol

Use scan resume to lower RAM only to be apgkd with RAWfile
usage scans

bt

data saved during a scan (session
data) is directly filed on the
harddiskand not in the main
storage
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p>l

storage of offset data in the folder
%localappdata%mdgX64
sessions

bl

no further storage of session data
above the limit set by this
specification

p>l

Ask for deletion of old resume users can influence volundata
data on new scan and the size of the logfile

Maximum resume data sizéVB) A limited by maximum value

p>l

input field for experienced or
expert users

bl

with an insufficient value, not all
files found on a disk can be listed
after a scan has been resumed

4.4.5 Recovery Wipe Options

Users can adapt thé/ipe Optionsn order to wipe files and foldersn a disk safely,
Target group: expert users irrevocably and according to their purposes. Wige Optionsfulfil a safety function
'y R ' NB Ay iS3 NI Disk Roolawith thelnpe faretibriihg sofare a
overwrites the complete diskJsers can select their preferred Wipe methadhe
option dialogueWipe OptionsWhen it comes to recent disk types in a flash or SSD
format, the wipe method usually does not matter. In the casenagnetical media
like floopy disks or older harddisks, the selection of a wipe method and its
overwriting pattern influences how safely the programme wipes a.disk
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There are three possible wipe methods which are presented in the following chart.

Wipe method Results of activation

Toggling bits A disk is overwritten with a pattern
composed of the numbers 0 and 1

A safety degree with regard to an
irrevocable deletion: mediuffior
magnetical medip

ot

time duration: medium

ot

disk is overwritten with a constant
zero pattern

Write zeros

>

safety degree with regard to an
irrevocable deletion: low(for
magnetical media)

>

time duration: short
Random numbers A disk is overwritten with a pattern
composed ofandom numbers

A safety degree with regard to an
irrevocable deletion: high(for
magnetical media)

A time duration: long

It is furthermore possible to activate or deselect the checkbox Create wipe report. So
the user can individually decide if the logfileall include the wipe report

h ) Tip Before you select a wipe method, find out about all safety
: requirements regarding your wiping process. If your magnetical
mediumcontains sensitive data, seleRandom numbers
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4.4.6 Recovery Bad Block Management

f Caution

Data lossf damaged disks remain in use

Damage concerning data structures and data t@ssoccur if you keep
using a disk which contains bad blocks

A Create a disk imag@s presented in chapté) before scanning your
disk if you suspect your disk to contain bad blocks

A Check pur disk with Disk Diagnosti¢as presented in chapter
Fehler! Verweisquelle konnte nicht gefunden werdgrbefore you
start recovering files.

bl

Transfer your files on a safe and intact medibefore you start
recovering files.

Target group: all users Bad blocks are defined as individual data fields on a physicakiisktructural
damagedJserscan view, save or delete a list of intact and bad blacklhe Block
range unter the optionBad Blocks Managementt is also possible to manually
delete entries or to add individual entries in the input fietklemandTo. All changes
are confirmed viaApply.

Screen 20Display window for bad blocks in MaxDataGenius

Below the block rangeahere are some checkboxes which are listed and illustrated in
the following chart.
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